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With a Complimentary Active Directory Risk Review

Did You Know?

80% 950% 40%

of all breaches use of organizations of those attacks were
compromised identities experienced an Active successful because
and can take up to 250 Directory (AD) attack in adversaries exploited
days to identify’ the last two years? weak AD hygiene®

1. 2022 CROWDSTRIKE GLOBAL THREAT REPORT 2. EMA Research Report - The Rise of Active Directory Exploits 3. EMA Research Report - The Rise of Active Directory Exploits

The ability to detect and stop identity-based
attacks is critical to your organization's security
posture — and AD is a good place to start.

What we discovered in previous Active Directory Risk Reviews:

A financial services organization A consumer technology company
with hundreds of accounts that with 13 over-permissioned accounts
had not been used for years and with Domain Admin Rights for the past

never disabled. 19 months.

The Challenge: Active Directory Oversights

Organizations may not prioritize AD hygiene because either
they're unaware of the risk or they find it hard to proactively
monitor AD accounts with point solutions.

requires zero deployment if youre a CrowdStrike Falcon®
Insight XDR customer, or an easy-to-deploy lightweight
Sensor If you're a new customer.

| CrowdStrike offers a simple and elegant solution that

The Solution: Active Directory Risk Review

The CrowdStrike Falcon® platform offers comprehensive protection

against identity-based attacks in real time. The same stable and reliable

Falcon sensor that protects millions of endpoint devices can protect

your AD domain controllers as well. It provides instant visibility into your

AD hygiene and deep insights into possible attack paths that an \/

adversary could exploit.

With a complimentary Active Directory Risk Review
with CrowdStrike experts, you will:

S ©

Get instant visibility into Recelve deep insights into Understand how to protect
your AD hygiene and possible attack paths that your organization from modern
compromised credentials adversaries can exploit with Identity-based attacks like
In your Falcon console. expert advice on how to ransomware, lateral
address them. movement, service account
misuse, Pass-the-Hash,
Golden Ticket and more.

to get instant visibility into your AD to improve your
protection capabilities against credential-based threats?

up a complimentary Active Directory Risk Review with
CrowdStrike experts today — this easy two-step
process could help you uncover things like adversary
attack paths, compromised passwords, excess
privileges and more.

Active Directory
Domain Controllers

Falcon Sensor

Step 1 Step 2
Request Active Directory Risk Review activation Review findings with a CrowdStrike expert

Accounts with
Privileged SID

AD threats today — connect with us for a free
Active Directory Risk Review.

Are you an existing Falcon

_ Are you hot yet a
Insight XDR gustomer? CrowdStrike customer?
You have everything you need — We can help —
contact your CrowdStrike account contact us today.

representative to get started.

Here's what arecent Active Directory Risk Review participant had to say:

The AD Risk Review was an eye-opener.
It was incredibly helpful to have automated
insights pointing us to our largest risks.”
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